
Proactive Cyber Risk 
Management

Pawel Malak



2 | ©2024 Trend Micro Inc.2 | ©2024 Trend Micro Inc.

What is your cyber security 
risk level today?
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In a world where investments in 
cybersecurity are reaching 

unprecedented levels, why do we 
continue to witness large-scale cyber 

attacks that challenge the most 
advanced defenses?
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Cyber

RISK

Threat

Vulnerability Consequence

Threat refers to anything that has the potential to cause harm 
or allow unauthorized access to an information system. This 
could be malicious actors, state-sponsored groups, cyber 
criminals or insider threats.

Consequence is the impact or damage that would 
occur if a threat successfully exploits a vulnerability. 
Financial loss, reputational harm, loss of proprietary 
data, and business disruption are common 
consequences.

IDENTIFY 
VULNERABILITIES, 
THREATS & 
CONSEQUENCES

DISCOVER ASSETS 

Vulnerability is a weakness that can be 
exploited by a threat. Examples include 
unpatched software, misconfigured controls 
and users who may fall victim to social 
engineering.
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DISCOVER ASSETS 
& ASSET 
VALUATION

IDENTIFY 
VULNERABILITIES, 
THREATS & 
CONSEQUENCES

CYBER RISK 
ASSESSMENT, 
PROFILING & 
CALCULATION

CYBER RISK
MITIGATION

CYBER RISK 
TRACKING &

MONITORING

CYBER RISK
MANAGEMENT 

LIFECYCLE

IMPLEMENT
DEFENSES & 
CONTROLS
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DISCOVER ASSETS 
& ASSET 
VALUATION
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Attack Surface Scale

Massive 
growth in SaaS 

applications

Software supply 
chain uncertainty Rapid growth 

in cloud native
services

Cloud native 
applications

Work-from-
home

IT / OT 
convergence & 5G

Legacy 
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Proactive Security with Attack Surface Risk Management

Discover the entire attack surface with 
integrated cyber asset and external ASM

SaaS Apps, Cloud Assets Identities, 
Devices, Data, External-Facing Services, 

Cloud-Native Apps, OT, WFH

Assess vulnerabilities and exposures, 
adversary activity, and security 

configuration to determine likelihood 
and impact of an attack

Prioritize and Mitigate

Proprietary cyber risk quantification informs 
individual asset and enterprise-wide risk

87

Credential 
dumping activity

7
94

Domain controller 
with misconfigured 
security

67

Vulnerable API

3

71

Automate risk mitigation actions to reduce 
your attack surface and minimize risk

Continuous attack surface discovery, assessment, and mitigation

Across identity, cloud, and on-prem surfaces
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What about AI?
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Platform Discussion Today
Security for AI

Secure your AI journey and 
protect against AI related attacks

AI Gateway
Private LLM Service Protection

Private Cybersecurity LLM Service 
Platform

Deepfake Detection

AI for Security

Enhance cybersecurity and 
transform security operations

AI-Powered ASRM
Trend Companion

AI Ecosystem



AI Gateway
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Organizations are exploring how generative AI can 
be used to unlock business value

Quote from: Deloitte’s State of Generative AI in the Enterprise Quarter one report
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Security Risks from Employee AI Usage

Sensitive Data 
Exposure

Prompt
Injection

Policy 
Violations

Unsanctioned 
Uses of GenAI

Unsecure 
OutputsPrivate Model

Denial of Service
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Securing Employee AI Usage via AI Gateway

Clients

Public GenAI Services

Private GenAI Services

Public Cloud

Sovereign & 
Private Cloud

AI Gateway
(Trend ZTSA)

Gain Risk
visibility 
through
ASRM



21 | ©2023 Trend Micro Inc.

Public GenAI Services

Private GenAI Services

Public Cloud

Sovereign & Private Cloud

Clients

V1 ZTSA
(AI Gateway)

Secure public GenAI service access
• Access control
• Prompt filtering
• Prompt injection prevention
• Answer filtering

Protect private GenAI services
• Access control
• Prompt filtering
• Prompt injection prevention
• Answer filtering
• Reverse proxy
• Rate limiting

Gain Risk
visibility 
through
ASRM

Securing Employee AI Usage via AI Gateway
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Are you ready for a change?
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Data Security 
and Data Loss 

Prevention

Internet of 
Things/OT

Email and Cloud 
Applications

Firewall

Endpoint, Identity 
and Server

Internet and 
Cloud Access 

Security Broker

Vendor B

Vendor A

Vendor C

Vendor D

Cloud and Cloud 
Security Posture 

Management

Vendor E

Security Analyst

SIEM
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Shift from 
Security Tools 

to a 
Cybersecurity 

Platform 
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Don’t let small problems to 
become bigger, start 
proactive cyber risk 
management.
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