Alanata TALKS: Veeam
a ExaGrid — zladeny
tandem pre ochranu
zalohovanych dat

Panelova diskusia




Ransomware v roku 2023

547%

Paid and were able to
recover their data
from the attack

In 2023 within EMEA:

287

Paid but could not
recover data lost in
the attack

147
7

Recovered without paying
the ransom that was
demanded
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Cyber is the new disaster

KATEGORIA

DISASTER RECOVERY CYBER RECOVERY

Limitne blizke 0,RTO Spolahlivé a rychle

Idealne nepretrzite, RPO Primarne denné

Povoden, vypadok elektriny, ludsky faktor Kyberneticky ttok, cieleny

Regionalne, metropolitné Globalne, celopodnikoveé

Prepojena |lzolovana

Komplexna, vSetky data, aplikacie, databazy Selektivna, zahfia zakladné/nevyhnutné sluzby

Standardny DR proces/obnova, prepnutie do zalozného DC  Iterativne, selektivne zotavenie infrastruktdry
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Best Practices pre zalohovanie a obnovu

C. 1: Zalohujte spravne udaje spravnym spdsobom (zalohovanie s ohladom na aplikdcie, integracia
snapshots uloziska atd')

C. 2: Pouzivajte nemenné zaloiné UloZisko (hardenerd repository, nemenny S3, WORM, zariadenia s
dedup)

C. 3: Testujte svoje zalohy a kontrolujte ich stav obnovitelnosti

C. 4: Zabezpette, aby bol hardvér dostatoéne rychly na zdlohovanie a obnovu

. 5: Vyberte si spravny rezim obnovy LAN free, SAN, granular atd.

. 6: Pripravte si nahradny hardvér

. 7: Vyhnite sa vajce/sliepka problému

. 8: Otestujte plan obnovy po havarii

. 9: UmozZnite vlastnikom aplikacii vyuzivat samoobsluzné funkcie obnovy

. 10: Udrzujte zalohovacie prostredie aktualne

O< O O O O ()

Ochrana dat spoloc€nosti zacCina na perimetri, pokracuje edukaciou zamestnancov,
monitorovanim anomalii a disaster recovery a cyber recovery planom.



Veeam Microsoft 365 S3 to Exagrid

Cloud

IT Data Center

M365 Data
Other Data
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M365
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Veeam Data Mover for B&R
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On Premise Data
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Veeam Security and Compliance Analyzer

Security & Compliance Analyzer X
1 The following bes_t practices are guidelines from data protection and cyher—securirt;f experts. Not following them exposes your backup
infrastructure to significant risks and reduces chances of successful recovery following a cyber attack, a natural disaster or a hardware
malfunction.
Best Practice Status | Analyze |
Backup infrastructure security -
Remote Deskiop Senice (TermService) should be disabled £3 Mot implemented
Remote Registry service (RemoteRegistry) should be disabled a Mot implementad
Windows Remote Management (WinRM) service should be disabled €) Notimplemented Suppress
Windows Firewall should be enabled €) Not implemented Rasst
WDigest credentials caching should be disabled ) Passed
Web Proxy Auto-Discovery service (WinHttpAutoProoySve) should be disabled £ Not implemented o
1 Deprecated versions of 550 and TLS should be disabled 1. Unable to detect
I Windows Script Host should be disabled @ Passed
SMBv1 protocol should be disabled @ Passed
Link-Local Multicast Name Resclution (LLMNR) should be disabled 2 Mot implemented
SMBv3 signing and encryption should be enabled £ Notimplemented
Product configuration
MFA for the backup console should be enabled 2 Mot implemented
Immutable or offline (air gapped) media should be used ) Pasced
Password loss protection should be enabled ) Mot implemented
Backup server should not be a part of the production domain 1. Unable to detect
Email notifications should be enabled ) Mot implemented 10
< 3 Last run... |
Copy to Clipboard | " Close
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Veeam Scale-Out Backup Repository (SOBR)

veeam EXAGRID

1 Landing Zone

Repository Tier

1 Landing Zone

Repository Tier "

1 Landing Zone

Repository Tier "
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Single Backup Job Scale-Out System
Protects Entire Environment
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Kyberhygiena zalohovacieho prostredia

“3-2-1" Backup Strategy

*zalohujte a diverzifikujte pamatové médium, aby ste predisli jedinému
bodu zlyhania (SPOF)

*nasledujte princip ukladania zaloh 3-2-1, ktory hovori o troch képiach dat -
(1 x produkéné data a 2 x zdlohované koépie) na dvoch réznych médiach
(napr. disk a paska) s jednou képiou mimo primarneho datového centra na
obnovu po havarii + jedna képia CyberVault

eaktualizujte SW serverov, pouzivajte najnovsie patche a firmware,

*implementujte zasadu najmensich opravneni pre pouzivatelské ucty, (=) @
sledujte sietovu aktivitu a systémové protokoly,

sledujte zaznamy o udalostiach, aby ste identifikovali anomalie,

*pouzite kombindciu filtrovania IP, systému detekcie narusenia (IDS) a
systému prevencie narusenia (IPS),

simplementujte segmentaciu siete a rozdelovanie udajov, aby ste
minimalizovali vplyv potencialneho utoku ransomware,
eauditujte systémy v pravidelnych intervaloch.

*vzdeldvajte zamestnancov

At least three sets of your data

Store two copies on different storage types

Keep one copy off-site
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