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Fully Explainable, 

Personalized

1B users

Reasoning and Logic, 

Complex Analytics

3B users

Predictive, 

Semiautonomous,
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We Are Just at the Start of the AI Journey
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1B users

AI Is Already the Fastest-Growing Technology in Our History

AI INTERNET

7 Years 23 Years16 Years

Source: Internet World Stats; assumed internet inception in 1982 after US DoD standardized TCP/IP protocol

MOBILE

250M users



Cybersecurity Has Seen Progress Toward Autonomous 
Security

Signature-Based
Attack Prevention

IDS → IPS

ML-Based
Prevention

AV→ EDR

Preprogrammed
Workflow Automation

RPA → SOAR

Automated Analytics

Dashboards → AIOps
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Yet Being a Security Practitioner 
Is Still Too Complicated
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AI Will Significantly Accelerate and Scale Ransomware Attacks
Unit 42 Casefile: What if Black Basta Attack Leveraged AI?

Ransomware
13.5 hoursPrivilege escalation 

and C2  

Recon

Exfiltration

Account 
modification

Ransomware 
prep

Initial entry

1 2 3 4 5 6 7 8 9 10 11 12 13Hours

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2024-unit42-incident-response-report.pdf

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2024-unit42-incident-response-report.pdf
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AI Will Significantly Accelerate and Scale Ransomware Attacks
Unit 42 Casefile: What if Black Basta Attack Leveraged AI?

Privilege escalation
with attack path analysis

Ransomware 
3 hours

Exfiltration
becomes 2.6X faster with prioritized data

Ransomware
13.5 hoursPrivilege escalation 

and C2 

Recon

Exfiltration

Account 
modification

Ransomware 
prep

Initial entry

1 2 3 4 5 6 7 8 9 10 11 12 13Hours

4.5X 
Faster with AI

Ransomware Prep 
with jailbroken LLMs

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2024-unit42-incident-response-report.pdf

https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/reports/2024-unit42-incident-response-report.pdf


© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

AI Is Turbocharging the Speed and Scale of Attacks

2021-22

12 
HRS

Today

3
HRS

2026+
(Projected)

15
MIN

Build Ransomware Compromise & Exfiltrate

2021-22

9 
DAYS

Today

1
DAY

2026+
(Projected)

20
MIN

Exploit Vulnerability

2021-22

9
WEEKS

Today

1
WEEK

2026+
(Projected)

<60
MIN

Sources: 56% increase in exploited Zero Days in 2023 (Year-on-Year increase based on Google Cloud Blog March 26 2024), 73% increase in Ransomware attacks in 2023 (SANS Blog Jan 15 2024),78% increase in data breaches and leaks in 2023 (WSJ Article March 15 2024), Most companies need 
>2-3 days to resolve an incident (XSIAM customer interviews and XSIAM product telemetry for customers)

$2B impact from attack on a 

US health insurer in 2024

15 million users' PII and confidential 

data exfiltrated in Jan 2024

500+ organizations and 35+ million people 

affected by MoveIT vulnerability
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Precision AI
Is How We Counter Adversarial 
AI

Leveraging the best of 
AI; avoiding the 
limitations

Precision AI

MACHINE
LEARNING

DEEP
LEARNING

GENERATIVE AI
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We're Ready for 
the AI FightPrecision AI 

AI-DRIVEN SOC PLATFORM

Real-time detection, investigation, 
and remediation with Precision AI

CODE TO CLOUD PLATFORM

Identify and remediate cloud security 
issues at scale with Precision AI

ZERO TRUST PLATFORM

Inspect connections and block 
attacks with Precision AI

CSPM
ADV
TP

ADV
URL

ADV
WF

ADV
DNS

DLP GP
NG

CASB
IoT DPSM CWP WAAS

CIEM
VM-

Series SIEM

ASM ITDR TIM CDR

EDR SOAR NTA
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Respond

Transform

Unit 42 
Retainer
Get Unit 42 on 
speed dial as your 
proactive partner. 
All hours can be 
used for Incident 
Response or for 
any of our Cyber 
Risk Management 
Services. 

Assess and test your security 
controls against the right 
threats with Proactive 
Assessments and Incident 
Simulation Services

Incident Response

Cyber Risk Management

UNIT 42 Intelligence Driven. Response Ready.
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Future Proof Your

Content-ID

Device-ID

TLS & SSL Decryption

Single-Pass Architecture

Identity

APP-ID

Network Security

Next Generation Firewalls PAN-OS Cloud Delivered Security Services Secure Access Service Edge (SASE)

APP-ID Identity Content-ID Device-ID TLS & SSL Decryption Single Pass ArchitectureCloud Identity Engine Web Proxy for NGFW

PAN-OS Runs on all NGFW form factors

Hardware Firewalls
(PA-Series)

Software Firewalls
(CN-Series & VM-Series, Cloud NGFW)

SASE
(Prisma Access)

Centralized Management
(Panorama)

Powered by the same PAN-OS
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The Industry’s Most Complete AI-Powered SASE Solution

Next Generation Firewalls PAN-OS Cloud Delivered Security Services Secure Access Service Edge (SASE)

ZTNA Cloud SWG CASB Prisma Access Browser SD-WAN Digital Experience Management

SaaS
Public
Cloud

HQ Data 
Center

Branch/
Retail Home Mobile

Internet

ZTNA
for Private App Access

Cloud SWG 
for Internet Access

NG CASB
for SaaS App Access

ADEM
for Digital Experience 

Management

SD-WAN
for Branch Connectivity

Application 
Acceleration

Remote 
Browser 
Isolation

Prisma 
Access 
Browser

Intrusion 
Prevention

URL 
Filtering

Sandboxing
DNS 

Security
SaaS 

Security
Data Loss 
Prevention

IoT 
Security

AIOps

Cloud 
Delivered 
Security 
Services

Prisma SASE

Application Acceleration RBI
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STRATA_COPILOT-DEMO_USE THIS.mp4

http://drive.google.com/file/d/12HCIMaoMGfSuo4WyRrtzhb2XL2l77L5S/view
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Cloud InfrastructureCode Cloud Runtime

Proactive Runtime 
Detection and Prevention:

CWPP, WAAS, CNS

Runtime Protection
Unmatched visibility: Applications, 
Workloads, Data, Identity, Services, 

APIs, Unsanctioned Clouds
CSPM, CIEM, DSPM, CDEM

Complete and contextualized 
security in Code Phase: 

IaC, SCA, CI/CD, Secrets

Risk Prevention Visibility & Control 

CI/CD pipeline

VMs ContainersServerless

PaaSDBaaS Identity

Payments

Catalog

Shipping
Analytics

Billing

Custom
Open Source

IaC

CI/CD pipeline

Cloud Application

Secure The Source Secure The Infrastructure Secure The Runtime

IaC CI/CD Secrets CSPM CIEM DSPM CDEM Host Security WAAS CNS

Secure The Source Secure The Infrastructure Secure The Runtime Licensing 

Serverless SecurityContainer SecuritySCA 
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Prisma_Cloud_Copilot_DEMO-USE THIS.mp4

http://drive.google.com/file/d/1CIn9JZeCsLM1Q32x3qRpcwkTvmTGExFC/view
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End-to-end workflow automation for security operations

Cortex XSIAM

Unified SecOps Platform

Unify SOC Operations 
with an integrated AI-

driven platform

Cortex XPANSE
Discovers and reduces 

the entire 
attack surface

Cross correlates internal 
view of assets 
with outside-in

mapping

Understands exposure 
to new attacks

and how attacks 
have unfolded (including 
supply chain exposures

and nation-state 
vulnerabilities)

Cortex XSOAR
Scales and accelerates 

security operations
with automaton

Reduces manual steps
in your incident 

response workflow 
by up 10 100%

Easily deploy new 
automation cases via

extensive SOAR 
marketplace

Stitched and Normalized

Endpoints Network Cloud Identity Additional 
sources

Data Sources

Endpoint
Analytics

Network
Analytics

Cloud
Analytics

Identity
Analytics

Continued 
Innovation

Cortex XDR

A Holistic Platform For Delivering SOC Services

Cortex XDR Cortex XSOAR Cortex XPANSE Cortex XSIAM
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7.6PB
Per day

Source: Internal Palo Alto Networks data

XSIAM’s Data, Analytics, and Automation 
Approach Transforms the SOC

All sources: Internal Palo Alto Networks data
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XSIAM’s Data, Analytics, and Automation 
Approach Transforms the SOC

7.6PB
Per day

3,000+
Detectors

All sources: Internal Palo Alto Networks data



© 2024 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

7.6PB
Per day

3,000+
Detectors

1,000+
Automations

XSIAM’s Data, Analytics, and Automation 
Approach Transforms the SOC

All sources: Internal Palo Alto Networks data
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XSIAM’s Data, Analytics, and Automation 
Approach Transforms the SOC
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We're Ready for 
the AI FightPrecision AI 

AI-DRIVEN SOC PLATFORM

Real-time detection, investigation, 
and remediation with Precision AI

CODE TO CLOUD PLATFORM

Identify and remediate cloud security 
issues at scale with Precision AI

ZERO TRUST PLATFORM

Inspect connections and block 
attacks with Precision AI
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URL
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Thank You
paloaltonetworks.com
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