Alana

UNIKATNE VLASTNOSTI FIREWALLOV PALO ALTO

Juraj Nemecek

Alanakta

Technology Meets Business

Veduci oddelenie sietovej bezpecénosti






Na co nam je firewall?
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Potrebujeme firewall ?

= V dobe mikrosegmentacie a kontajnerizacie ?
= V dobe rozmachu _aaS prostredi ?

= Vdobe hybridnej prace ?
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Potrebujeme firewall ?

v] V dobe mikrosegmentacie a kontajnerizacie ?
Ochrana datového centra

v/|] V dobe rozmachu _aaS prostredi ?
Ochrana cloud prostredi

v/| V dobe hybridnej prace ?
Vzdialeny pristup
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Ako sa ma firewall pouzivat?
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Nastroj

Firewall je nastroj
= Umoznuje kontrolu
= Poskytuje “nahlad” do aktualneho stavu

= D3&va ndm Sancu reagovat
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Bezpecnostna politika

Firewall =] 3
Fitter Rules | MAT Mangle Service Pots  Connections  Address Lists  Layers Protocols
= ||| % T | | 00 Reset Courters || 00 Reset All Counters | Find | |al E3
H | |.Pnc:tinr1 |l:hair1 |5rc. Address |Ir1. Interface |DLrt. Interface |E','tes |F'Eld‘{E.'tE | |T
. Accept Established / Related Input
o o accept input 254 3 KiB 2528
.o Mlow Management Input - 192.168.88.0/24
1 + accept inpt 152 168 880724 810.5 KB 8722
.2 Drop Input
2 ¥ drop input 12.5 KiB 75
. Fast Track Established / Related Forward
3 [l Fasttrack connection forward 371 MiBE 2h3 95h
.o Accept Established / Related Forward
4 o accept forward ITOME 253166
.io Mlow forward traffic LAN == WAN
L] o accept forward 152.168.88.0/24 gtherl-gateway 374 6 KiB 3 5N
:» Drop Bogon Forward == Btherl
[ ¥ drop forward etherl-gateway 0B 1]
. Drop Forward
7 ¥ drop forward 21.7 KB 366
Bitems
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Bezpecnostna politika

Source Destination
NAME TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE APPLICATI... SERVICE ACTION PROFILE
1 Allow Internet direct universal B trust  any % Local_office_users  any B& untrust  any any any ﬁ service-https (%) Allow none
2  intrazone-default intrazone  any any any any (intrazone)  any any any any @ Allow none
q - q
3  interzone-default interzone  any any any any any any any any any Deny  hone




Bezpecnostna politika

= Zaklad kazdého firewallu
= 7Zdoj mnohych frustracii

= Dobra politika = dobry firewall




Co stoji za zmienku?
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Firewally Palo Alto

Firewall throughput
(appmix)

Threat Prevention
throughput (appmix)*
IPsec VPN throughput?

Max cmgcurrent
sessions

New se”ssions per
second

Virtual systems (base/
max)”

1.4 Gbps

0.8 Gbps

0.65 Gbps

64,000

11,000
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Firewally Palo Alto

= PA-3440

Firewall throughput (appmix)* 35 Gbps
Threat Prevention throughput (appmix)t 20 Gbps
IPsec VPN throughput! 14.5 Gbps
Max concurrent sessions’ 3M

New sessions per second' 268,000

Virtual systems (base/max)” 1/11




Firewally Palo Alto

PA-7500

Firewall throughput (appmix)’

Threat Prevention throughput (appmix)?
Max concurrent sessions®

IPsec VPN throughput'

New sessions per second*

Virtual systems (base/max)™*

1,500 Gbps
1,440 Gbps
440M
407 Gbps
7.2M

25/225
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Unikatne vlastnosti

App-ID a Content-ID
= |dentifikuje aplikaciu Cisto na zaklade dat zo 7. vrstvy RM OSI

UmozZiuje vytvorit bezpecnostnu politiku postavenu na aplikaciach
= Robustna podpora pre desifrovanie
= Pre protokoly HTTPS, HTTP/2 a SSH

= RozSirena podpora pre vnorené a tunelované protokoly

= Policy optimizer
=  Moznost aplikovat behavioralnu analyzu

= Nové signatury cca. raz za mesiac



Unikatne vlastnosti

App-ID Cloud Engine

= |dentifikacia cloudovych sluzieb pre web traffic
= Pouziva machine learning

= Doplina statické signatury pre App-ID
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Unikatne vlastnosti

Device-ID

Moznost aplikovat bezpeénostnu politiku podla zariadenia
= \/yrobca

= QOperacny systém a jeho verzia

= Model

= Kategoria

Zamerané na ochranu loT zariadeni
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Unikatne vlastnosti

= (Cloud Identity Engine

Cloud-native autentifikacny engine

On-premise agent pre integraciu s lokalnym AD

SAML 2.0
TLS certifikat
Okta

Google

Ainé
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Firewally Palo Alto

Zero-Touch provisioning

= Moznost automatizovanej konfigurdcie zariadeni bez potreby ich

rucnej konfiguracie N @, O
TN M

Ceemreeenen . Installer

= Vhodné pri nasadzovani vacsieho

poctu zariadeni

O ' PalbAlto !
: Networks .

i CSPandZTP i
Services

___________________
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DAKUJEM ZA POZORNOST

eeeeeeeeeeeeeeeeeeeeeee



Alanata a.s.

Einsteinova Business Center
Krasovského 14

851 01 Bratislava 5
Slovenska republika

www.alanata.sk
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